
01

02

Enable multi-factor authentication (MFA) 
Properly implemented MFA can reduce phishing attempts, 
credential stuffing attacks, and ransomware incidents and 
give visibility if an unauthorized user attempts to access 
systems or resources. MFA should be enabled for email, 
VPN, and critical system access.

Implement endpoint detection and response (EDR) 
Endpoint detection and response (EDR) solutions can 
be instrumental in preventing ransomware and other 
malicious activities and give visibility to alerts of possible 
unauthorized activity and the ability to analyze that 
activity. Arete’s Managed Detection and Response service 
enhances these solutions with fully managed, 24/7/365 
endpoint protection and custom detections and blocking.

Cyber Insurance isn’t the sole answer to managing 
a cyber-incident. At DUAL, we strongly believe that 
prevention is better than cure, which is why we are 
working with Arete on suggestions in managing 
your organisation’s cyber security.

There are many security controls you can 
put in place, so here are five Arete strongly 
recommends addressing to improve your 
cyber hygiene:

Reduce risk  
with data-driven 
cyber resilience 	
solutions
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Arete are committed to 
providing clients with the best 
possible security solutions

At Arete, we envision a world without cyber extortion, 
where people, businesses, and governments can 
thrive. We are taking all that we know from over 9,000 
engagements to inform our solutions and strengthen 
powerful tools to better prevent, detect, and respond 
to the cyber extortion threats of tomorrow. Our elite 
team of experts provides unparalleled capabilities to 
address the entire cyber threat lifecycle, from incident 
response and restoration to advisory and managed 
security services. To learn more about our solutions, 
visit areteir.com

DUAL is driven by a mission to be the MGA of choice for 
brokers, clients and carriers, through provision of deep 
underwriting expertise and global distribution. DUAL Group 
is one of the world’s largest international underwriting 
agencies with £2.8bn of GWP. DUAL’s investment in data 
and technology enables it to deliver over 70 products 
and services with speed and efficiency to 11,000 broker 
partners working with over 70 carrier partners worldwide. 
Established in 1998, today DUAL has over 1,700 people 
in 21 countries across the Americas, Europe and Asia 
Pacific, and is one of Lloyd’s’ largest international 
coverholders. dualinsurance.com

Arete DUAL

Perform cyber incident response planning and testing 
A cyber incident response plan is a structured approach 
that outlines the steps an organization will take to prepare 
for, detect, respond to, and recover from cyber incidents. 
A comprehensive incident response plan can enable a 
consistent and efficient response to potential cyber threats 
and should be regularly tested with tabletop exercises.

Practice account management 
Account management includes processes and policies to 
create, manage, and deactivate user accounts within an 
organization’s systems. Ensure that only authorized users 
have access to sensitive information and resources to help 
prevent unauthorized access and data breaches, reduce 
the risk of insider threats, and maintain compliance with 
regulatory requirements.

Maintain secured, encrypted, and tested backups 
Having secure and encrypted backups can help protect 
sensitive info and reduce the likelihood of paying a ransom if 
an incident occurs. Backups should be secured by isolating 
them from the network or implementing multi-factor 
controlled access and encryption. Regular testing is often 
critical to enhance the integrity and availability of data.
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