DUAL Cyber Insurance

Fair Value Assessment
Target Market and Product Information

This information is for broker use only and not intended for customer use

Product name: CYBER INSURANCE

Status: New Product Development |
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Live date: This product is an existing DUAL product, available for new business

and renewals.

Product type description: In today's interconnected digital landscape, where businesses rely
heavily on technology and data, the importance of cyber insurance
cannot be overstated. Cybersecurity threats, ranging from data
breaches to ransomware attacks, pose significant financial and
reputational risks to organizations. Cyber insurance acts as a crucial
safety net, providing financial protection and support in the event of a
cyber incident. It not only helps cover the costs of data recovery, legal
expenses, and regulatory fines but also facilitates the swift restoration
of business operations.

Beyond financial safeguards, cyber insurance fosters a proactive
approach to cybersecurity by incentivizing companies to implement
robust preventive measures and best practices. As businesses
navigate the evolving cyber threat landscape, investing in cyber
insurance becomes a strategic imperative, offering a vital layer of
defence against the unpredictable and potentially devastating
consequences of a cyberattack.
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Characteristics and We offer innovative s;and-alorje security anc_zl privacy insurance products,
as we continue to deliver leading edge offerings to emerging risks.

»  Security and privacy liability

features of the product:

* Business interruption
»  Crisis management
* Notification costs

+ Cyber extortion

Benefits
» Access to A+ rated capacity

+ Experienced team with a wealth of knowledge in all areas of Cyber
protection products

» Ability to bring partners together

Target market

Who is this product designed for? Who is this product not designed for?

The target market primarily includes Organisations with minimal digital presence &

businesses and organisations across organisations that can absorb potential losses.

various industries that rely on digital assets, ) o

sensitive data, and information technology Private consumers and or a limited number of _

infrastructure. sectors where they store, manage, process material
amounts of third-party information on behalf of

This encompasses a wide range of entities, customers. These would include the generic cloud

such as: service providers, certain online financial services

_ and health organisations.
e Large corporations

e Financial institutions

e Healthcare providers

e Retailers and e-commerce
Businesses

e Technology companies

e Manufacturing and supply chain
companies

e Government and public sector
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Vulnerable customers:

Broker Guidance: You should also
ensure that you assess the

presence of vulnerable customer
characteristics and verify the suitability
of the product, should they arise.

Did any vulnerable customer characteristics present themselves as
risks during the development of the product?

Llfe events - Such as bereavement, job loss or relationship breakdown
o e e e e e ‘D
Resilience - Low ability to withstand financial or emotional shocks O

None of the Above
DUAL'’s role: Manufacturer g
é;M; n; f;Cta ;e_r ............................................ .
Isi.s_tr.i;l;t_e.r _________________________________________________ D .
Distribution channel(s): Broker (Open Market)
Broker (Single broker or Platiorm) | 0
Direct to Commercial Client (define size of clienty | 0
[_)I.r; C;to_ C_O .n_s u _m ;r .......................................... D .
(_)tr:er_ .................................................... D .
Distribution method(s): Face-to-Face ['F2F’] U
;eﬂ;p-h .O _n .e _________________________________________________ D .
(-)m-m; .‘]_o.u_”.];).l _____________________________________________ D .
\;V.e_b.c_h.;{ .................................................. D .
P‘.);t.a _I .................................................... D .
I;r.n_a." _____________________________________________________ D .
Advised Sale OR Non-Advised Sale U

Summary of product testing
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This product has been tested in the existing market. This is an
established product with a long history of demand, and as such, is
deemed to meet the needs of this particular market



Product review process:

This product was last reviewed and approved through DUAL’s Product
Oversight and Governance [POG] arrangements in year-end 2024

This product is next due for review through DUAL’s POG in year-end
2025, unless there is a significant change to the product.

Risks and cost:

The risks and costs has been reviewed through DUAL’s POG, as part
of the product development process.

You should ensure that, in assessing the suitability of the product, that
you identify the risks posed to the insured, and that all costs
associated are appropriate to their needs.

Product value:

Product Value is the relationship between the overall price to the
customer and the quality of the product(s) and or services provided.

DUAL considers that this product provides fair value to
customers in the target market considering all the data available
to us, including the pricing model used to calculate the risk. We
consider this product to be fair value for the foreseeable future.

You should be satisfied that, in offering this product, it meets the fair
value expectations. Should you become aware of any information that
leads you to believe the product is not offering fair value, please
contact DUAL without delay.

Conflicts of interest:

DUAL Financial lines cyber insurance

DUAL has identified no conflicts of interest in the manufacture,
underwriting and distribution of this product. On occasions where a
conflict of interest is identified, they are properly disclosed, managed
and reported. Should you become aware of any information that leads
you to believe a conflict of interest may be present, please contact
DUAL without delay.



DUAL product oversight and governance arrangements

Following the implementation of the Insurance Distribution Directive ['IDD’] on 1 October 2018 and the
Pricing Practices changes from 1 October 2021 and 1 January 2022, this document outlines DUAL'’s
approach to Product Oversight and Governance to demonstrate the way we design, monitor, review and
distribute our insurance products.

Why are we telling you this?

As part of the regulatory framework DUAL adheres to, we are informing you of the product governance
arrangements we have in place for designing, monitoring, reviewing, and distributing of this product. The key
areas outlined cover the various processes we have in place to monitor our products as well as the
information we may require from brokers/coverholders (distributors) throughout the lifecycle of a product.

Product development process

The product development process has been designed to ensure that we have a consistent approach to the
development of new products, or significant revisions to existing products.

Product review process

The product review process ensures that those already within the market continue to be designed in a way
that meets the needs of the target market and offers fair value to consumers.

This document confirms the target market, product information and has been assessed as having Fair Value
using Ml relating to the following

e Nature of the product and the coverage provided

e Cancellation rates

e Claims volumes, declinature rates and average claims pay out

e Loss ratios

e Customer feedback including complaint volumes and root cause analysis

e Pricing model and the total acquisition costs including commissions and other distributor
remuneration

e The reasonableness of any admin and/or cancellation fees
e Suitability of the distribution strategy

Information for brokers and other distribution partners

As we carry out these reviews, we may request information from brokers/coverholders to be able to evidence
that our products are being distributed as intended - examples of this could be evidence that the product has
been sold to the right target market or complaints received relating to the product. In most instances we will
hold this data already on our systems, but there will be occasions when we may request it from relevant
brokers. We will endeavour to provide adequate notice where we seek this information from you.

Further information

If you have any questions, please contact your DUAL representative.
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